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Question 1: Explain the differences between the following network devices: hub, bridge, switch, router, firewall.  Where would you utilize each device and why?  Where does each device reside within the OSI model?
A hub is a connection point for devices in a Local Area Network (LAN). It is also called a network hub and contains multiple ports that are used to connect devices to the LAN. On the other hand; Bridge is a computer network devices that are used to interconnect bridge networks that are using the same protocol (Rappaport, 2015). A bridge is therefore used to connect networks hence providing communication between them. Unlike hub which offers connection on a physical layer, the bridge operates on the data link layer of the OSI model. The difference between witch and bridge is that the switch can connect more devices that bridge because I have multiple ports. The router is a network device that connects various computers using wireless or wired connections. It is specifically designed to receive analyses and move the incoming packets to other networks. A firewall is a security system which can be hardware, software or combination of both that is used to prevent unauthorized access to a private network.
I would use a hub in the Local Area Network to provide a connection between segments. They help in copying packets from one port to other ports so that all the segments can see all packets in the LAN. The bridge is utilized in the data link layer 2, of the OSI to connect two network segments that have the same protocol (Parikh, 2010). On the other hand, the switch is utilized in the LAN to receive process and move data to its destination device. The router is utilized in the LAN in forwarding data packets between computer networks. 
The hub, bridge, switch, router, the firewall is and in different areas of the OSI model. Hub works in the physical layer, which is the layer 1 of the OSI model while the bridge is found in the Data-link layer of the Open System Interconnection Model for connects two LAN segments, forming a continuous model of LAN (Kinney, 2013). The switch is found in the data link layer of the OSI model which is layer 2 of the model. However, some of the switches process data at layer three which is network layer. The router is found in the third layer of the OSI model while the firewall is found in the third and fourth layer of the OSI model.
Question 2: Define what VPNs are and used for.  Distinguish hardware VPN devices and appliances from software devices. Give examples of both.  How do VPNs work?  Why would one use a VPN?  What are the downsides of using VPNs?
Virtual Private Network (VPN) is a secure tunnel between two or more devices by masking internet network protocol.VPN has various connections including helping one to securely browse on a public network, providing beat location-based streaming restrictions, avoid censorships and provide an opportunity to browse anonymously. In addition, VPN is also used
to encrypt internet connections hence avoiding cybercrimes. It is also used To make available sites that are blacklisted and blocked in certain regions (Foster & Lu, 2008).
Hardware VPN runs the networks using dedicated equipment which have their processor and firewall. It as high speed and security. On the other hand, software VPNs run their functions on a server. While the hardware VPNs run their functions without being dependent on other devices software VPNs do not. Software VPNs are cheaper compared to hardware VPNs and require fewer investments (Joseph, 2010). Examples of software VPNs are Hamachi, LogMeln, Cisco VPN; client, FreeLAN, OpenVPN and Pulse which was formally known as Juniper. On the other hand, the examples of hardware VPNs are Dell SonicWALL, Tiny Hardware Firewall, Netgear Firewalls, and Cisco VPN 3000 Concentrator.
VPNing a secure connection to another network over the internet. This is achieved b having VPN encrypt the data before other internet users, and internet providers can see it hence offering a secure connection. The data then goes to the VPN server and the final destination. The online destination thus sees the data as coming from the VPN and not the computer or the user's location (Joseph, 2010). One should use a VPN as it offers an opportunity for one to gain anonymity when browsing, and protect one from snooping.
Although VPN offers a solution to security problems, it also poses some drawbacks. One of the disadvantages of VPNs is that using a VPN might be illegal in some countries hence limiting its usage. This is more in countries that consider private networks as illegal. Also, VPN might create performance problems as some virtual networks take long before they contact the servers which might result in a long time for accessing a website (Hayes, 2008).VPN service monitor users activities and use their data, in some instances for their benefit. It also adds more cost to the network connection.
Question 3: Describe four wireless technologies/standards.  Describe what each one does and briefly how it works?   How is each one different from the other standards?  Why would you use one over the other?
Bluetooth is wireless technology that is used to exchange data between fixed and mobile devices over a short distance b using short-range wireless communication technology to connect the devices. Bluetooth works through radio waves instead of wires to connect two devices and transfer data between them. It can be used to connect two or more devices (Rappaport, 2015). For this wireless technology to work, the devices that are being connected must have Bluetooth, should be open and discoverable. The Bluetooth chips within the devices produce wavelengths that are bound to frequencies operating within a specific range. This works within a range of approximately 10 meters. For industrial use, the distance might be longer, but it can no longer exceed 300 feet .the advantage of Bluetooth over WI-FI is that it can be able to send data and voice while the WI-FI cannot. It is also more secure than WI-FI because it uses two-step authentication (Parikh, 2010,). However, it covers a shorter rage than WI-FI
Another wireless technology is WI-FI. This is a wireless network that uses radio waves and can be utilized by c cell phones, radios, televisions, and computers, providing high-speed internet. It is established using wireless adaptors hence creating hotspots. It facilitates connectivity through frequencies of about 2.4 Hz -5 Hz, although it depends on the amount of data in the network. For a WI-FI to work, the computer should have a wireless adapter that will be used to translate the data that is sent into a radio signal. The same signal is then sent to the router which acts as a decoder, which decodes the signal and sends it to the internet using a wired Ethernet connection.
ZigBee is a wireless technology that is designed to work through two-way communication between a sensor and control system. It based on the specification of  IEEE802.14.4 standards and suits a high-level communication protocol within a short range area. It does not transfer large volumes of data; hence it's a low-power, low date, that suits small scale projects that require wireless connectivity (Kinney, 2013). It works through coordination of three devices which are coordinator, router and an end device, which can be a computer, television, thermostat, door, CCTV camera, etc. The coordinator acts as the bridge and root for the entire network. The router acts as the intermediary and supports the coordinator, by allowing data t pass to an end device. The advantage of ZigBee over WIFI and Bluetooth is that it offers low-cost connectivity and low power consumption. However, it is a low power, hence can not be used to transfer large data as compared to Bluetooth. Also, ZigBee offers low distant connectivity than WIFI but a longer distance compared to Bluetooth (Rosen  & Rekhter, 2011).
WiMAX is a type of telecommunication technology that provides a broadband communication based on IEEE802.16 standards, hence providing multiple physical layers as well as Media Access Control(MAC) options. Its stands for Worldwide Interoperability for Microwave Access. It offers point to point or path or points to multipoint internet access. WiMax works with the help of towers, that enables communication over a long distance, which is broadband being available only in the areas where WiMAX technology is present. It transmits data using a frequency range of between 2.3 GHz and 3.5 GHz (Duffield, 2009). This implies that its connectivity has a strong data transmission speed than Bluetooth, WI-FI and ZigBee. It also covers a longer distance than these three wireless communication technologies. It is, however, expensive to install and maintain due to the hardware devices required and a unique installation of the towers.

Question 4: Describe what cloud computing is.  Describe the three cloud, computing models.  Discuss why and when you would utilize each model.  Give examples.  

Cloud computing is a type of computing that involves shared computing resources rather than having applications being handled b serves or personal computers. It involves taking services and moving them outside the organizations. It facilitates data storage, computing power and use of computer system resources without direct management and involvement of the user. I involve sharing resources to achieve economies of scale. In cloud computing, applications, storage, and other services are available via the web rather than being present in the organization.  The cloud customer makes payment for this service per as- needed or using a pay-per-use model.
There of cloud computing models include Infrastructure as service (IaaS), Platform as a service (PaaS) and Software as a service (SaaS), Software as a service provides the user with an opportunity to use the applications that are running on the cloud infrastructure. The applications are therefore accessible to various client devices through a thin client interface such as a web browser (Qazi, 2007). The consumer is, therefore, able to use the applications without having to control the applications, server, the operating system, storage or even the application capabilities, except the ability to make limited user-specific application configuration settings. This software rare offered on a subscription basis.
Platform as service provides customers with a computing platform that is typically tied to a set of programming languages, applications, and tools. The user is not allowed to use a command line. Cloud, therefore, provides many users can share a virtual machine and the same machine. An example Platform as service is Google App Engine. On the other hand, Infrastructure as a service provides a computing infrastructure for the user such as storage, computing without server, and Virtual machines. This model, therefore, offers fundamental computing resources that the user would use in a normal networking environment. However, the user does not manage, own or control the underlying cloud infrastructure but can have control over the operating system, storage and the applications diploid in them. 
Companies who do not want to invest in applications use the software as service as a cost-cutting measure. It helps provide cheap applications for departments in businesses such as customer relationship management, human resource, finance, and enterprise resource planning, who entirely depend on software whose cost may be high, hence cheaper if accessed through subscriptions in the cloud. It helps eliminate the costs of installation, creation, and maintenance of the software while ensuring compatibility (Verber, 2016). It also offers high scalability,  and an opportunity to enjoy new releases and upgrades that increases performance Examples of SaaS include Slack, Dropbox, ZenDesk, and Hubspot. Platform as a service is used when the organization wants to develop, run and manage an application without having to provide infrastructure for creating and launching an app. PaaS helps to reduce capital expenditure, save time for software development, reduce skill requirement and support team collaboration (Rosen & Rekhter, 2011). An example of PaaS is Google App Engine,Force.Com and Window Azure. Infrastructure as service is used by businesses to reduce the high cost of deploying in-house hardware and software. It offers high flexibility and scalability. Examples include Linode, Rackspace, and Microsoft Azure.
Question 5: Describe in detail what the Internet of Things (IoT) is.  What are the issues with IoT?  Do you believe IoT is the wave of the future (yes or no, and why)?  How will IoT impact the overall internet?
Internet of Things is internet connectivity that has been extended into physical devices and objects. The physical devices interact and communicate with each other over the internet, and they can be monitored. The devices that can be connected include machines, cell phones, computers, lamps, and almost everything includes animals (Hayes, 2008). These connections provide an opportunity for devices and objects to interact and share data without human –to human or human-to-computer interaction. This implies that anything that can be assigned an IP address and can transfer data can be included in the Internet of Things connection. 

The Internet of Things is a term that  is traced from Kelvin Ashton, who is the co-founder of Auto-ID center of MIT, who first mentioned the term in 1999, during his presentation where he wanted to bring to attention of the management Radio frequency ID, hence calling the presentation ‘Internet of Things" (Mateev, & Marinova, 2018), June  Since then, this concept has greatly evolved  due to conveyance of multiple technologies machine learning ,real-time analytics and commodity sensors that can be embedded on things hence facilitating their connection to the internet.
With the rampant spread of internet of things, it is estimated that by 2021 more than 27 billion things will be connected to the internet. This will form a giant network connection including people, animals, and things. Therefore, I think the Internet of Things is a wave of the future. It will bring a new era where things are able to interact with human beings, like an alarm can wake you up and notify the coffee brewer to make coffee, of a car upon noticing that there is jam on our way to meeting notifies the meeting that you may be late or suggests another root (Hayes, 2008)..This wave will be different from the era we live in as the things we control will have more meaningful interactions between human beings and things, as well as among the things. The IoT will impact the overall internet in many ways including increasing the network usage and connections as many things will be connected and increasing the speed of connections (Kodym, 2012). It will facilitate innovations that will result in more connections that are faster and efficient.
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